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Modern terrorism

~ Motivated by religion or ideology
~2 Often has rather wide public support

~ Great recklessness — civilian victims are a
"bonus”!

~ \Well planned and prepared actions
~# Long-term planning
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Who becomes a terrorist?

~= The terrorist has an ideological or religious
perspective and motivation

~# |s seldom psychopatic or mentally ill

~= Selective choice  "healthy” group members

~# Choice  people looking "normal”

~ Group leader/founder may be a psychopat

« Group member often 20-25 years, leaders older!
~+ Women are more "dangerous” than men!

% Source: Hudson R A & al., 1999 US Gouvt. Rept. on
__%__ F@D Profiling Terrorists




Jihadist / jihadi-Salafi ideology

Motivates young men and women, born or living in the
West, for “autonomous jihad” via acts of terrorism
against their host countries.

Has inspired numerous “homegrown” groups, including:
# Madrid, March 2004 bombers

~& Amsterdam’s “Hofstad Group”, murdering film maker,
writer and Islam critic Theo van Gogh,

~% London’s July 2005 bombers,

~% “Operation Pendennis”, Australia, leading to arrests in
late 2005 and

« “Toronto 18", arrested in June 2006.

% F@D Source: Silber M D, Bhatt A: Radicalization in the West: The ' :
_—%—_ s Homegrown Threat. NYPD Intelligence Division, 2007 53




JIHADISM

An ideology proliferating in Western democracies!

“Extremist incubators” for young susceptible Muslims:
~# The Internet, videotapes and DVDs

~% Radical organisations, trips to radical meetings, schools
and militant training camps abroad

& Extremist sermons/study groups, Salafi literature,

The image of heroic, holy warriors - “mujahedeen” - widely
marketed on the Internet, in jihadi tapes and videos.

This image resonates among Muslim men 15-35 years old —
vulnerable to visions of honor, bravery and sacrifice for
what is perceived as a noble cause

% E@D Source: Silber M D, Bhatt A, NYPD, 2007




JIHADISM, CONCLUSIONS

~ al-Qa’ida (“The Base”) has inspired homegrown
radicalization and terrorism

- Direct command and control by al-Qa’ida is the
exception

~# Transformation to terrorist not triggered by oppression,
suffering, revenge or desperation (in the West)

~& A “spiritual sanctioner” provides justification for jihad —
most essential for the suicide terrorist

~# An “operational leader” is essential as the group
decides to conduct a terrorist act

~ Many radicalized persons have become mujahedeen
fighting in conflicts overseas (seen as good tralnlng)'

% E@D Source: Silber M D, Bhatt A, NYPD, 2007




The modern networked terrorist

~& Core agent typically well educated (engineers)
~# Ad hoc temporary agents

& Often prepared to sacrifice own life!

~# No lack of candidates — rather the opposite!

~% |slamic schools attract young western muslims; good base
for recruiting

~» Refugee camps in Palestine yield suicide bombers
~ Special training for special actions or tasks
~ "Sleepers”, activated after long time, when needed
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Some wanted terrorists

Ali Sayyid Muhamed Mustafa al -Bakri

Abdullah Ahmed Abdullah
Ayman Al -Zawabhiri

Some of these have quite normal,
& o e
@F@U “western” looks — no coincidence!
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Terrorism 2007

MNumber of attacks - 14,499
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East Asia and Pacific Europe and Eurasia South Asia Western Hemisphere

Source:NTCC 2007 Rept on Terrrorism




Terrorism, World

Incidents by year

Inscidenty

Excluding Iraq
Source: MIPT (www.tkb..org),
NTCC 2007 Rept on Terrrorism (2007)




Terrorism, Number of casualties, World, 2000 - June 2007
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Europe: No of terrorism Incidents

2000 2001 2002 2003 2004 2005 2006 2007

Source: MIPT
Europol TESAT (2007)




Terrorism, Europe

Fatalities 2000 — May 2007

Source: MIPT (www.tkb.org)




Terrorism, Europe

Attacks 2006
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Terrorism, Europe

Persons arrested, 2006

O Right-Wing
O Left-Wing
B Separatist
O lslamist

Source: Europol TESAT (2007)




Terrorists’ choice of means!?

~ al-Qa’lda’s strong interest in CBRN agents persists,
finally aiming at nuclear arms

~# There may be considerable risk for C attacks

~# Comprehensive instructions to manufacture improvised
chemical weapons exist

~# Anthrax Is judged to be the most probable B agent

~# There are also detailed instructions for constructing
"dirty bombs” (R weapons)
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Soclety’s new vulnerability

Nobody has full overview and responsibility for the entire
system of society and its problems

Increases in:
e Dependence on IT and communications,
 VVulnerability to computer and network break-downs
« Mutual dependencies between functions and systems

New types of warfare, sabotage, terrorism, organised crime

New weapons technologies, proliferation of weapons of
mass destruction (?)

Grey zone between war and peace
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Some explosive materials used in IEDs

Commercial
Dynamite etc.
ANFO, Ammonium nitrate and diesel fuel
Military
Plastic explosive (i e RDX or PETN powder and oil)
TNT, Comp B in/ffrom munitions or demolition charges
Homemade
TATP, Triacetone triperoxide
HMTD, Hexamethylene triperoxide diamine

Fuel-air mixtures (LPG, LNG, thermobaric charges)
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Potential IED/Bomb threat vehicles




A typical IED In a car

600 kg ANFO at rear
of station wagon

Before Blast and fragments  Crater dia 3 m, depth 1.5 m

@ F@D Pictures: courtesy FOI




Threat: Small calibre ammunition

Same caliber (7.62x51/NATO, alias .308 W) —
4+-fold difference in penetration

Hard steel WC WC-sub- Lead Hard WC WC-
(hard alloy) calibre steel sub -
cal

Penetration In
armour steel




Threat: 50/60-cal carried weapons

Example from military use, possible terrorist appli cation

Known possession:
35 Nations, incl Sweden
Al Qa’ida > 50 st.
Real IRA >2st.*

* Violence Policy Center

Irak 1991, M82A1 / Raufoss MP @ 1600 m “\/oting from the Rooftops ”




Threat: Shoulder fired AT weapons

AT4:

Origin: Sweden/USA
Direct fire

Range: 30 - 200 m

RPG-7:

Origin: Russia +?
Widely spread!
Direct fire

Range: 20 - 300 m

RPO-A:
Origin: Russia
Direct fire Cheap and easily

Range: 20 - 400 m accessible weapons
Thermobaric charge

%F@D Very difficult to protect against!
3




Example: IED/bomb attack

2 ton charge on Urban area

the ground 650 persons/hectare

_ If all windows crushed:
Window panes. e 1% Killed

machine glass e 10% serious injury

. OF Vg i
1,25 1.55 m” 6 mm 100% light injury

300 m: All windows crushed i
| 180 killed

600 m: In principle safe 1800 seriously injured




Bomb damage by collapse of structure

Oklahoma 1995

Threat — 2 ton
truck bomb out-
side building

Building collapse,
ab. 30 m radius

1/3 of persons in
area killed

Appreximately’ same number of casualties from
crusiied window debris as from building collapse
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Window damage from explosions

Large areas

Many people
affected

Windows can be
designed for better
explosion resistance

SendenrARNINS S
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Different window-panes
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Effect of change of glass

L Sereusiyin|ured

Killed

- 2 ton charge in
an urban area

GHMMIMECHINE: ormmilaminag: =

glass 1ed glass

l.e. an 85 %
reduction of deaths
and injuries




Threat: A nightmare scenario!?

A ship as a terrorist
weapon!?

If the methane gas of
an LNG carrier of

100 000 tons’ capacity
would be released
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Threat: A nightmare scenario!?

A ship as a terrorist
weapon!?

If the methane gas of
an LNG carrier of

100 000 tons’ capacity
would be released

It could cause a
detonation with an
energy corresponding
to a

H-bomb!!!
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